PEI'JIAMEHTDBI PABOTbBI
10 3aMyCKYy U OOHOBJIEHUIO AHTHBHPYCHOT0 IPOrPaMMHOI0 o0ecriedeHnst

B kauecTBe uCTOUHMKA Yyrpo3 HHPOPMAITMOHHOW OE30MTACHOCTH MOKET BBICTYIATh YEIOBEK
ar00 TpyIIa JIIOAeH, a TaKKe HEKHUe, HE3aBUCALINE OT IeATEIbHOCTH YeJI0BEKa, IPOSBIICHUS.
Hcxoas u3 3Toro, BCE UICTOUHUKH YTPO3 MOYKHO Pa3JeIUTh HA TPU TPYIIIIbL:

e YenoBeuecknii pakrop. [lanHas rpynmna yrpo3 cBa3aHa ¢ JICUCTBUIMU YEJIOBEKA,
UMEIOILET0 CAaHKIIMOHUPOBAHHBIN MITM HECAaHKIIHOHUPOBAHHBINA JOCTYH K HH()OpMAIIH.
YTpo3bl 3TOM IPyNIbl MOXKHO Pa3Je/IuTh Ha:

e GHewHue, K HUIM OTHOCATCS IEHCTBHUS KHOEP-TIPECTYIHUKOB, XaKepPOB, HHTEPHET-
MOILIEHHUKOB, HEI0OPOCOBECTHBIX MAPTHEPOB, KPUMUHAIBHBIX CTPYKTYP.

e GHYmMpeHHUe, K HUM OTHOCSTCS IEUCTBUS IIEpCOHAIAa KOMIIAHUH, a TAK¥Ke
M0JIb30BaTENeH JOMAITHUX KOMITbIOTEPOB. JlefcTBHSI TaHHBIX JIt0/Iel MOTYT OBITh
KaK YMBILLUIEHHBIMH, TaK U CIIy4aliHbIMHU.

e Texunueckuii paxkTop. DTa rpymnma yrpo3 cBsizaHa ¢ TEXHUYSCKUMHU MpoOdIeMaMu —
¢du3nueckoe 1 MOpaIbHOE yCTapeBaHUE UCTIOIB3YIOMIET0Cs 000pyI0BaHNUA,
HEKa4eCTBEHHbIE MPOTrpaMMHbIE U armapaTHbIe CpecTBa 00paboTku nnpopmanmu. Bee
9TO MPUBOJUT K OTKa3y 000pyIOBaHHUS U 3a4acCTyIO IOTEPU HHPOPMALIUH.

e Cruxuiinbiii pakrop. OTa rpynmna yrpo3 BKIOYAET B ce0s1 MPUPOIHBIE KATaKIU3MBbI,
CTHXUITHBIE Oe/ICTBUS U Ipoure Gopc-MaKOpHBIE 00CTOATENBCTBA, HE3aBUCSIIINE OT
JESTEIIbHOCTH JIFOJIeH.

Bce Tpu ricrounmnKa yrpo3 HeoOXOAMMO 0053aTETFHO YYUTHIBATD IPU Pa3pabOTKE CUCTEMBI
3alUThl UHHOPMAITMOHHOM 0€30M1aCHOCTH.

Pa3BuTHE COBpEMEHHBIX KOMITBIOTEPHBIX TEXHOJIOTUN U CPEACTB CBSI3U AAE€T BO3MOKHOCTh
37I0YMBIIUIEHHUKAM HCIIOJIb30BaTh Pa3jMuHble HCTOUHUKH PACIPOCTPAHEHHSI YTPO3.
PaccmoTpuM ux noapoOHee:

HNuTepuer

['mob6anbHas cetb IHTEpHET YHUKANIbHA TEM, YTO HE SIBJIETCA YbEH-TO COOCTBEHHOCTBIO U HE
UMEET TePPUTOPUATIBHBIX TPAHUIL. DTO BO MHOTOM CIIOCOOCTBYET Pa3BUTHUIO MHOTOUHCICHHBIX
BeO-pecypcoB u oOMeny uHpopmarueit. Celiuac Jr000i Y€IT0BEK MOXKET MOTYYUTh JOCTYI K
JTAHHBIM, XpaHsmumcs B IHTepHeTe, Wiu co3aTh CBOW COOCTBEHHBIN BeO-pecypc.

OpnHaxo 3TH k€ 0COOEHHOCTH II100aNbHOM CETH MPEIOCTABIISAIOT 3JI0YMBIIIJIEHHUKAM
BO3MOXKHOCTb COBEpIIECHUS MpecTyIieHni B IHTepHeTe, Ipu 3TOM 3aTpyAHSs UX OOHapyKeHHe
Y HaKazaHue.

37I0YMBIIIJIEHHUKY pa3MeIlaloT BUPYChl U JpyTUe BpEAOHOCHbBIE POTpaMMBbl Ha BeO-pecypcax,
"MacKUpyrOT" UX MO/ MoJie3HOE U OecriaTHOE porpaMMHoe obecrieuenue. Kpome Toro,
CKPHUITHI, aBTOMAaTUYECKH 3aITyCKaeMbl€ MPU OTKPHITHH BEO-CTPAHULIbI, MOTYT BBIIIOJIHSATH
BPEIOHOCHBIE JICHCTBUS Ha BallleM KOMIIBIOTEPE, BKIIIOYAsi N3MEHEHNE CUCTEMHOTO PEECcTpa,
Kpa)Xy JINYHBIX JAHHBIX U YCTAHOBKY BPEJOHOCHOIO ITPOrPaMMHOT0 00ECTICUEHUSI.

Hcnonp3ys ceTeBble TEXHOJIOTHH, 3JI0YMBIIUIEHHUKH PEAIN3YIOT aTaKy Ha YAAJIECHHBIE YaCTHBIE
KOMIIBIOTEPHI U cepBepa KOMIaHUU. Pe3ybTaTOM TaKUX aTak MOXET SIBJISIThCSI BHIBEJICHHE
pecypca U3 cTposi, oJIydeHHe MOJTHOTO AOCTYNa K pecypcey, a, CIeJ0BaTelIbHO, K MHpOpMallny,
XpaHAIIEeMCs Ha HEM, HCIO0JIb30BaHUE pecypca Kak 4acTu 30MOM-CETH.

B cBs13u ¢ nosiBIEHNEM KPEIUTHBIX KapT, JJIEKTPOHHBIX JEHET U BO3MOYKHOCTBIO UX
UCIOJIb30BaHus yepe3 HTepHeT (MHTepHEeT-Mara3uHbl, ayKIMOHbI, IEPCOHAIbHBIE CTPAHUIIBI
0aHKOB U T.J1.) HHTEPHET-MOIIIEHHHUYECTBO CTAJI0 OJJHUM U3 HanboJiee pacrpoCTpaHEeHHbBIX
MIPECTYTUICHUH.

Hurpaner

WHTpaHeT — 3TO BHYTPEHHSS CETh, CIIeUaIbHO pa3paboTaHHas )i yIpaBieHUs HHPpopMalei
BHYTPHU KOMIIaHWH WUJIM, HAIIPUMED, YaCTHOW JOMAalIHEN ceTu. IHTpaHeT sIBIIeTCS €AMHBIM
IIPOCTPAHCTBOM JIJIsl XpaHEHHsI, 0OMEHa U A0CTyIa K HH(OpMaLUu AJIs BCEX KOMITbIOTEPOB CETH.
[TosTOoMy, ecnu Kakoi-1100 U3 KOMITBIOTEPOB CETH 3apa’KeH, OCTAIbHbIE KOMIIBIOTEPHI



MOJBEPratoTCs OTPOMHOMY PHUCKY 3apaxeHus. Bo n30exaHue BOSHUKHOBEHUS TaKUX CUTyallui
HE00XO0IMMO 3alIUIIATh HE TOJIBKO MEPUMETP CETH, HO U KaXKJIbli OTIEIbHBIN KOMIIBIOTED.
DJIEKTPOHHAasI TOYTA

Hanuune noyToBBIX NPUIOKEHNUN IPAKTUYECKH Ha KaXKI0M KOMIIBIOTEPE, a TAKIKE TO, YTO
BPEIOHOCHBIE POrPaMMBbl IIOJTHOCTHIO UCIIOJIB3YIOT COAEPKUMOE 3JIEKTPOHHBIX aAPECHBIX KHUT
JUIs BBISIBIICHHSI HOBBIX JKEPTB, 0OecreunBaeT O1aronpusTHhIE YCIOBUS ISl paCpOCTPAHEHUS
BPENOHOCHBIX ITporpaMM. Ilonp30Barens 3apaXx€HHOrO0 KOMIIBIOTEPA, CaM TOr'0 HE II0J103peBas,
pacchuIaeT 3apa’kKeHHBIE IMCbMA afpecaTaM, KOTOPHIE B CBOIO O4€pEb OTIPABIISAIOT HOBBIE
3apakeHHbIE UchMa U T.J1. Hepenku ciryuau, Korja 3apakeHHBIN (ailii-I0KyMEHT 110 IPUYHUHE
HEI0CMOTpa MONaaeT B CHUCKU PAaCChUIKM KOMMEPYECKOM HH(pOopMaIMK Kakoi-Inbo KpymHoi
KOMITaHUH. B 3TOM cityyae cTpagaroT He ITh, & COTHH WM JaXKe THICAYM a0OHEHTOB TaKHX
PacChUIOK, KOTOPBIE 3aT€M Pa3OILIIOT 3apakeHHbIe (ailibl JecaTKaM ThICsiYaM CBOUX
a0OHEHTOB.

[ToMuMoO yrpo3bl MPOHUKHOBEHHUS BPEJOHOCHBIX IPOTrPaMM CYILECTBYIOT IPOOJIeMa BHEIIHEH
HE)KeJIaTeJIbHOM MOYTHI PEKJIAMHOTr0 XapakTepa (cnama). He siBisisicb HCTOUHUKOM IIPSIMOM
YIpO3bl, HEXKETIATENIbHAs KOPPECIIOHICHIMS YBEJIMUYNBAET HATPY3KY HA ITOYTOBBIE CEPBEPA,
CO3/a€T JOIMOJIHUTENbHBIN Tpa(uUK, 3aCOpsIET OYTOBBIN AMIMK IOJIb30BATEINSA, BEAET K IIOTEPE
pabouero BpeMEeHU U TEM CaMbIM HaHOCUT 3HAUUTENIbHbINH (PMHAHCOBBIN YPOH.

Takxe Ba)KHO OTMETHUTh, YTO 3JI0YMBIIIJIEHHUKHU CTAJIN MCII0Ib30BaTh TaK Ha3bIBa€MbIe
CIIaMEPCKHE TEXHOJIOTMH MacCOBOI'0 PACIPOCTPAHEHUS U METObI COLIMATIbHOTO NHKUHUPUHTA,
YTOOBI 3aCTaBUTH I10JIb30BATENSI OTKPBITh MUCHMO, IEPEUTH MO CCHUIKE U3 MMChMa Ha HEKUI
UHTEpHET-pecypc U T.1. 13 3T0ro ciexyer, 4To BO3MOKHOCTH (PUIIBTPALIUU ClIaMa BayKHbI He
TOJIBKO CaMH 10 cebe, HO U JJI IPOTUBOAECUCTBHS HEKOTOPHIM HOBBIM BUJIaM UHTEPHET-
MOILIIEHHUYeCTBa (HanpuMep, GUILNHTY), a TAKXKE paclpoCTPaHEHHUIO BPEOHOCHBIX ITPOrPaMM.
CbeMHBbIe HOCHTEJM HHGOPMALMHT

Cwemuble HocuTeNnu — JuckeTbl, CD-aucku, ¢ueni-kapTsl — IIUPOKO HCIIONB3YOTCS IS
XpaHEeHH U Tepeaud HHPOpMaLnu.

I[Tpu 3anmycke ¢aiina, copeprkaliero BpeJOHOCHbIN KO, CO CbeMHOT0 HOCUTEIISI BBl MOYKETE
MOBPEIUTH JIaHHBIE, XpaHSAIIMECS Ha BallleM KOMIIbIOTEPE, a TAK)KE PaCIPpOCTPAHUTh BUPYC Ha
JpYTHe JUCKU KOMIIBIOTEPA UM KOMIIBIOTEPHI CETH.

Buasl yrpos.

Yepeu (Worms)

JlaHHas1 KaTeropys BPEJOHOCHBIX MTPOTPaMM JUIS PACIIPOCTPAHEHHUS UCTIONB3YET B OCHOBHOM
YSI3BUMOCTH ONEpaIlMOHHBIX cucTeM. Ha3BaHMe 3TOro kiacca ObII0 1aHO UCXOAS U3
CIIOCOOHOCTH uepBeil "mepenons3aTs” ¢ KOMIbIOTEPA HA KOMIIBIOTED, UCIIOIb3YsI CETH,
3JIEKTPOHHYIO NIOUTY M Jpyrue HHGopMaloHHbIe KaHaibl. Takke Onarogaps ’ToMy MHOTHE
YepBHU 00JIaAaI0T JOCTATOYHO BBEICOKOW CKOPOCTBIO PACIIPOCTPAHECHUSI.

YepBH MPOHUKAIOT Ha KOMITBIOTEP, BEIUUCIISAIOT CETEBBIE a/ipeca APYTUX KOMIBIOTEPOB U
pacchUIAIOT 110 3TUM aJipecaM CBOM Komuu. [IoMHMO CeTeBBIX apecoB YacTO UCIOIB3YIOTCS
JTaHHbIE aJPECHON KHUTH IMOYTOBBIX KIMEHTOB. [IpecTaBuTent 3Toro Kinacca Bpe0HOCHBIX
IIpOrpaMM MHOTA CO3Jat0T pabouue ¢ailyibl Ha JUCKaX CUCTEMBbI, HO MOTYT BOOOIIE HE
oOpamiarbes K pecypcam KOMIbIOTepa (3a UCKIIOUEHHEM ONepaTUBHOM MaMsITH).

Bupycwt (Viruses)

[TporpamMMsl, KOTOpBIE 3apakatoT APYrHe MPOrpaMMbl — T00ABISIOT B HUX CBOM KO, YTOOBI
TIOJTYYHTh yIIPaBIICHHUE MTPH 3aITyCKe 3apakeHHBIX (DAIoB. DTO MPOCTOE ONPEIeIICHUE TaeT
BO3MOKHOCTH BBISIBUTH OCHOBHOE JICWCTBUE, BBIOIHAEMOE BUPYCOM — 3apadiceHue.
Tpoanckue npozpammut (Trojans)

[TporpamMMbl, KOTOpbIE BHIIOJIHSIOT HA MOPAXKaeMbIX KOMITBIOTEPAX HECAaHKIIMOHUPOBAHHbIE
MIOJIb30BATENIEM JACUCTBUS, T.€. B 3aBUCIMOCTH OT KaKHX-JIHOO YCIIOBHH YHHUTOXKAIOT
UH(OPMALIMIO Ha TUCKaX, IPUBOJAT CUCTEMY K "3aBUCaHMIO", BOPYIOT KOH(UICHIUAIBHYIO
uHpopManuio u T.4. JlaHHBIN KJIacc BPEJJOHOCHBIX IPOTPaMM HE SIBIISIETCS BUPYCOM B



TpaZMLIHOHHOM IIOHMMAaHUU 3TOI'0 TEPMHUHA (T.€. HE 3apa)kacT Jpyrue MporpaMMbl UM JAHHBIE);
TPOSIHCKHE MTPOTPAMMBI HE CITOCOOHBI CAMOCTOSITEIbHO IIPOHUKATh HA KOMITBIOTEPHI U
pacIpoCTPaHsIOTCS 37I0YMBIIUIEHHUKAMU O BUIOM "TIOJIE3HOr0" MPOrpaMMHOTO 00€CTICUeHuUS.
IIpu 3TOM Bpen, HAHOCUMBIA UMM, MOXKET BO MHOT'O pa3 MPEBbIIIATh OTEPU OT TPATULMOHHON
BUPYCHOM aTaKH.

B nocneanee Bpemsi Hanbosee pacnpocTpaHeHHBIMU THIIAMH BPEJOHOCHBIX MPOTpam,
HNOPTALIMMU KOMITBIOTEPHBIE JAHHBIE, CTAIM YepBU. Jlajiee o pacrpoCcTpaHEHHOCTH CIIEAYIOT
BUPYCHI U TPOSIHCKHE MTporpaMMbl. HekoTopbie BpeJOHOCHBIE IPOTpaMMbl COBMEILIAIOT B cede
XapaKTEPUCTUKU JABYX WJIH J1aXKe TPEX U3 IIEPEUNCIICHHBIX BbIIIE KJIACCOB.
Ilpozpammur-pexnamot (Adware)

[TporpamMHBIii K0/, 6€3 BeJOMa MOJIb30BATENISI BKIIOYESHHBINH B IPOTPAMMHOE 00ECTIEYCHHUE C
LEJbI0 IEMOHCTPAIIMH PEKJIaMHBIX 00bsiBIeHU. Kak rmpaBuiio, mporpaMmbl-peKiiaMbl BCTPOCHBI
B IIpOrpaMMHOE oOecTieueHne, pacpocTpansmonieecs oecriarno. Pexinama pacronaraercs B
pabouem unTepdeiice. 3auacTyro JaHHBIE TPOrPaMMBbI TAK)KE COOMPAIOT U MEPENPABISIIOT
CBOEMY pa3pabdOTYHMKy MEePCOHANBHYIO HH(OPMAIIHIO O MOJIb30BaTele, U3MEHSIOT Pa3INuHbIe
napaMmeTpsl Opaysepa (CTapTOBbIE U MOUCKOBBIE CTPAHUIIBI, YPOBHU OE€30MMACHOCTH U T.J1.), a
TaKXe CO3/1al0T HEKOHTPOJIMPYEMBIii 1oib30BaTeneM Tpaduk. Bee 370 MOKeT mpuBeCTH Kak K
HAPYIICHUIO MOJUTUKH 0€30IaCHOCTH, TaK U K MPSIMbIM (PMHAHCOBBIM MOTEPSIM.
Ilpozpammet-uwinuonwt (Spyware)

[TporpamMmmHoe obecrieueHue, Mo3BOIISIONIee COOUPATh CBEAEHUS 00 OTICIBHO B3ITOM
[10JIb30BATENE UM OpraHu3anuu 6e3 ux BegoMa. O HaATMYUK IPOrpaMM-IIITHOHOB Ha CBOEM
KOMITBIOTEPE Bbl MOXKETE U HE J10Ta/ibiBaThes. Kak mpaBuiio, Leapo nporpaMM-1IIuoHOB
ABJIAETCS:

e  OTCIEXKUBAHUE JCHCTBUM MOJIb30BATENS HA KOMIIBIOTEPE;

e cOop uHpoOpMaIuu O COJIEPKAHNU KECTKOIO JUCKA; B ’TOM CIIY4aeT Yallle BCEro peub
UJET O CKAHUPOBAHUM HEKOTOPBIX KATAJIOTOB U CUCTEMHOI'O PEECTPA € LETbIO
COCTaBJICHUS CIHMCKa MPOrpaMMHOI0 00€CII€YeHUsI, yCTAaHOBIEHHOI'O HAa KOMITbIOTEPE;

e cOop uHpOpMaIUU O KAYECTBE CBSI3HU, CIIOCOOE MOIKIIFOUEHUS, CKOPOCTU MOJIeMa U T.I.

Ilomenyuansno onacnsle npunoxcenus (Riskware)

[TporpamMmmMHoOe obecrieyeHre, KOTOpOEe HE UMEET KaKOi-TnO0 BPEIOHOCHON (DYHKIIMH, HO MOXKET
OBITH UCIIOJIL30BAHO 3JIOYMBIIIJIECHHUKAMHU B KA4€CTBE BCIIOMOTaTEJIbHBIX KOMIIOHEHTOB
BPEIOHOCHOI NMPOrpaMMBbl, IOCKOJIBKY COJIEPKUT Opery U omnOKu. [Ipi HEKOTOPBIX YCIOBUSAX
HaJIMYMe TaKUX MPOrpaMM Ha KOMIbIOTEPE MOJIBEPraeT Ballly JaHHbIE pucKy. K Takum
IIPOrpaMMaM OTHOCSTCSI, HAI[pUMEP, HEKOTOPBIE YTUIIMTHI YAAIEHHOTO aIMUHUCTPUPOBAHMSI,
IPOrpaMMbl aBTOMATHYECKOI0 NEPEKIIIOUEHNUs packiiagky kiaBuatypsl, IRC-knuentsl, FTP-
cepBepa, BCeBO3MOXKHbIE YTUIMTHI JIsI OCTAHOBKH IPOLIECCOB MIIM CKPBITHUS UX PAOOTHI.

E1e o1HMM BUJIOM BPEOHOCHBIX ITPOTPAMM, SBJISIOLUIMMCS MOIPaHUYHBIM JIJIS1 TAKUX ITPOTPAMM
kak Adware, Spyware u Riskware, BISIOTCS TpOrpaMMBbl, BCTPaUBAOLIUECS B YCTaHOBJICHHBIH
Ha KOMITbIOTEpE Opay3ep U MepeHanpanisomme Tpaduk.

Ilpozpammor-uymxu (Jokes)

[IporpamMmMHOe obecrieueHne, He MPUUUHSIONIEE KOMITBIOTEPY KaKoro-JIn0o mpsiMmoro Bpesaa, HO
BBIBOJISIEE COOOIEHHS O TOM, YTO TaKOH Bpej y)Ke MPUYHUHEH, 1100 OyaeT NpUYMHEH NpU
KaKuX-1100 ycioBusx. Takue MporpaMMbl 4acTO MPERYNPEkKAAI0T M0JIb30BATENS O
HECYILECTBYIOLIEH OMacCHOCTH, HAIPUMED, BBIBOAT COOOIIEHHS O (POPMAaTUPOBAHUU AUCKA
(XOTst HUKaKoro popMaTHpOBaHUS Ha CAMOM JIeJIe HEe IPOUCXOUT), 0OHAPYKUBAIOT BUPYCHI B
He3apaXeHHBIX ¢ailnax u T.1.

Ilpozpammut-mackuposuwyuxu (Rootkit)

Y TUnUThI, UCIIOJIB3YEMBIE ISl COKPBITHSL BPELOHOCHON aKTUBHOCTH. OHU MacKUpyrOT
BPEIOHOCHBIE MPOrpaMMBbl, UTOOBI U30€KaTh MX 0OHAPYKEHHSI AHTUBUPYCHBIMH MPOTrpaMMaMH.
[TporpaMMbI-MacKUPOBIIMKH MOAU(DUIIMPYIOT OTIEPALIMOHHYIO CUCTEMY Ha KOMIIBIOTEpE U
3aMEHATb OCHOBHBIE €€ (DYHKIUH, YTOOBI CKPBITh CBO€ COOCTBEHHOE IPUCYTCTBHE U JEHCTBUS,
KOTOpBIE ITPEANIPUHUMAET 3JI0YMBIIIJIEHHUK Ha 3apaKEHHOM KOMIIBIOTEPE.



Ilpouue onacuvle npozpammol

[Iporpammel, co3ganHble sl opranu3anuu DoS-atak Ha ynaJieHHbIE CEpBepa, B3joMa APYrux
KOMIIBIOTEPOB, a TAK)KE SBIISIONINECS YaCThIO CPEIbI pa3padOTKHU BPEAOHOCHOTO IPOTPAMMHOTO
obecrieuenus. K rakum nporpammam oTHocsTcs xakepekue yruiuthl (Hack Tools),
KOHCTPYKTOPBI BUPYCOB, CKaHEPBhI YSI3BUMOCTEH, IPOrPaMMBI [Tl B3JI0Ma TapoJIei, Ipodre
BUJIBI IIPOTPAaMM JUTSI B3JIOMA CETEBBIX PECYPCOB MJIM TPOHUKHOBEHUS B aTAKyEMYIO CUCTEMY.
Xakepckue aTaku

XakepcKue aTakh — 3TO JCHCTBUS 37I0yMBINUICHHUKOB MM BPEJIOHOCHBIX MTPOTPaMM,
HaIpaBIICHHBIC HA 3aXBaT HH(MOPMAIIMOHHBIX JTAHHBIX YJAJICHHOTO KOMIIBIOTEPA, BHIBEICHUE
CHCTEMBI U3 CTPOSI WIIH TIOJTYYCHHUE TIOJTHOTO KOHTPOJIS HaJl peCypcaMu KOMITbIOTepa.

HCKOTOpI)Ie BH/IbI HHTCPHET-MOIICHHUIECTBA

@uuune (Phishing) — Bux HHTEpHET-MOIIEHHUYECTBA, 3aKII0YAIONIUICS B PACCHIIKE
AIIEKTPOHHBIX COOOIICHNUH C LIEbI0 KpaXXH KOH(PHUISHIIMATBLHON HH(pOpMaIiy, Kak MpaBuio,
¢dbunaHcoBoro xapakrepa. @UIIUHT-COOOLIEHUS COCTABIISIIOTCS TAKKUM 00pa3oM, 4TOObI
MaKCHUMaJIbHO IOXOJUTh Ha HH(OPMAIIMOHHBIE MTUChMa OT OAHKOBCKHUX CTPYKTYP, KOMITAHHHA
U3BECTHBIX OpeH0B. [IuceMa conepkaT CChUIKY Ha 3aBEIOMO JIOKHBIN CalT, CIIEUATbHO
MOATOTOBJICHHBIN 3JI0YMBIIUICHHUKAMHU U SBJISIFOIIUICS KOIIMEH caiiTa OpraHu3aluu, OT SKOOBI
MMEHHU KOTOPOH MpUIILIO MHCchbMO. Ha TaHHOM caiiTe moib30BaTeNto MpeaiaraeTcsi BBECTH,
HarpuMep, HOMep CBOEH KPEAUTHOM KapThl U APYTyI0 KOHPUACHIHATBHYIO HHPOPMAIIHIO.
/lo360H Ha na1amnvle unmepHem-pecypcyl — BUJl UHTEPHET-MOILIICHHIYECTBA, CBSI3aHHBIH C
HECAaHKIIMOHUPOBAHHBIM HCIIOJIb30BAaHUEM TUIATHBIX HHTEPHET-PECYPCOB (Yalle BCEero 3TO BeO-
caiiThl TOPHOTPAPUUECKOTO COMEPKaHus). Y CTAaHOBIIEHHBIE 3I0YMBINIJICHHUKAMU TPOTPaMMBbl
(dialers) ”HUIIMUPYIOT MOJIEMHOE COEIMHEHHE C BAIlIEro KOMITBIOTEpA Ha IUTaTHRIA HOMep. Yare
BCEro UCIOJIb3yeMble HOMEpPA UMEIOT OYEHb BHICOKUE Tapu(Bbl, B pe3yabTaTe MOIb30BaTENb
BBIHY’)KJICH OIIAYMBaTh O'POMHBIE TeJIe()OHHBIE CUETA.

Haesazuuesan pexnama

HapsizumBast pexiiamMa — 3TO BCIUTBIBAIOIIME OKHA U PEKJIAMHBIE OaHHEPHI, OTKPBIBAIOIINECS TIPU
pabote ¢ BeO-caiitamu. Kak npaBuiio, uHpopmarius, coaepikamasics B HUX, He ObIBaeT MOJIE3HOM.
JleMoHCTpanys BCIUTBIBAIOIINX OKOH M OaHHEPOB OTBIIEKAET MOJIb30BATENsl OT OCHOBHBIX 337134,
yBEIUYMUBaET 00beM Tpaduka.

Cnam (Spam)

Cnam — 3TO aHOHMMHAas MacCOBasl PACCHIJIKA HEXKeENIaTeNbHBIX MOYTOBBIX cooOIeHni. Tak,
CTIIaMOM SIBJISIFOTCS] PACCBUIKH PEKJIIAMHOTO, TIOJIUTUYECKOTO U aruTallHOHHOTO XapaKkTepa,
MUCHhMa, TIPU3BIBAIOIINE IOMOYbh KOMY-HUOYIb. OTIENBbHYI0 KATErOPHIO CIIaMa COCTABIISIOT
NUCHbMA C MPEI0KEHUIMU OOHATMYUTH OOJIBIIYIO CyMMY JIEHET MJIM BOBJIEKAIOIINE B
(GUHAHCOBBIE MUPAMHUIBI, a TAKKE MTIChMa, HAIIPaBIICHHBIE HAa KPaXKy MapoJieil 1 HOMEPOB
KpPEAUTHBIX KapT, MHCbMa C MPOCh0O0il mepeciaTh 3HAKOMbBIM (HallpuMep, MIUChbMa CYacThs) U

T. 1. Crlam CyIecTBeHHO YBEIIMYUBACT HArpy3Ky Ha TIOYTOBBIE CEPBEPa M MOBBIIIAET PUCK
noTepyu UHPOPMALIUHU, BaXKHOH JIJIs1 ITOJIb30BATEIS.

IpusHaku 3apaxeHust
EcTb psi npu3HakoB, CBUAETENbCTBYIOIIUX O 3apakeHUH KoMIbioTepa. Eciin Bbl 3amedaere, 4To
C KOMITBIOTEPOM ITPOUCXOAAT "cTpaHHbIEe" BEIM, a UMEHHO:
e HA 3KpaH BBIBOJATCS HENPEIYCMOTPEHHBIE COOOIICHHUS, U300paXeHus 100
BOCIIPOU3BOISITCS HETPETYCMOTPEHHBIE 3BYKOBBIE CUTHAIIHI;
e HEOXHJIAaHHO OTKphIBaeTCs U 3akpbiBaeTcs JoTok CD/DVD-ROM-ycTpoiicTBa;
e TIPOM3BOJILHO, 0€3 BAIIETO yYaCTHs, HAa BallleM KOMITBIOTEPE 3aITyCKAIOTCS KaKkne-Inoo
IPOTPaMMBbl;
e HA OKpaH BBIBOJATCS MPEIYNPEKICHUS O TOMBITKE KAKOK-JINOO M3 TIPOTPaMM BaIIeTo
KOMITbIOTEpA BBIMTH B MHTEPHET, XOTS Bbl HUKAK HE MHUIIMUPOBAIM TaKOE €€ MOBe/IeHHE,



TO, C OOJIBIION CTETICHBIO BEPOSITHOCTH, MOKHO MPEAIIOIOKHTE, YTO BaIll KOMITBIOTEP IMOPaKeH
BUPYCOM.
Kpome Toro, ecTb HEKOTOpPbIC XapaKTEepHbIE IPU3HAKHU TOPAKEHHUS BUPYCOM Yepe3 MOUTY:
e  JIpY3bs HJIM 3HAKOMBIE TOBOPAT BaM O COOOIEHHUAX OT Bac, KOTOPBIE BBl HE OTIPABIISIIN;
e B BallleM TOYTOBOM SIIIMKE HAXOAUTCS OOJBIIIOE KOJIMYECTBO COOOIIEHU O€3 00paTHOTO
azpeca 1 3aroJjIoBKa.
Crenyer OTMETUTb, YTO HE BCET/a TAKHE TIPU3HAKH BhI3BIBAIOTCS IPHCYTCTBHEM BHPYCOB.
WNuorna oM MOTYT OBITH CIEICTBHEM OPYrux NpuuuH. Hampumep, B cirydae ¢ mouToi
3apa)KCHHBIC COOOIICHUS MOTYT PacChLIaThCs C BAIIUM OOPATHBIM aJpecoM, HO HE C Balllero
KOMITBIOTEPA.
EcTp Takke KOCBEHHBIC ITPU3HAKYU 3aPaXKCHHUS BAILLIETO KOMITBIOTEpa:
e YaCThIe 3aBUCaHUs U cOOU B paboTe KOMIBIOTEPA;
e MeJUICHHAs paboTa KOMIIBIOTEPA IPH 3aITyCKe IPOrPaMM;
e HEBO3MOXXHOCTH 3arpy3KH ONEPAaLlMOHHON CUCTEMBI;
e HCYC3HOBCHHUE (DANIIOB U KATAJIOTOB WM HCKAXKCHUE UX COACPIKUMOTO;
e yacToe oOpalleHHe K )KECTKOMY JIUCKY (J4acTO MHUTaeT JIAMIIOYKa Ha CHCTEMHOM OJIOKe);
o Be0-Opaysep (manmpumep, Microsoft Internet Explorer) "3aBucaer" wim Benet ce0st
HEOXKUAaHHBIM 00pa3oM (HarpuMmep, OKHO IPOrpaMMbl HEBO3MOYKHO 3aKPBITh).
B 90% ciyuaeB Hanmmune KOCBEHHBIX CHMIITOMOB BBI3BaHO COOEM B allapaTHOM HJIH
POrPaMMHOM 0OECIICUEHHH.

Yro nesaTh NPH HAJINYUM NPU3HAKOB 3apasKeHU s
Ecnu BBl 3amMeTHIIH, YTO Balll KOMIIBIOTEP "BEET ce0s MOA03PHUTEIBHO",

1. OrkirounTe KOMIBIOTEP OT HHTEPHETA U JIOKATBHOM CETH, €CJIU OH K HEW ObLI
HOJKJIFOYEH.

2. Ecmu cuMrntoM 3apakeHHsi COCTOUT B TOM, YTO BBl HE MOXKETE 3arpy3UThCS C KECTKOTO
JICKa KOMIIbIOTEpa (KOMIBIOTEP BBIAAET OIIMOKY, KOT1a BBl €0 BKIIIOYAETE),
HOTIPOOYITE 3arpy3UThCS B PEKUME 3aUTHI OT COOEB WM C JUCKA aBAPHIHON 3arpy3Ku
Microsoft Windows, KOTOpBbIi1 BbI cO3/1aBaii IPH YCTaHOBKE ONEPALIMOHHON CHCTEMBbI Ha
KOMIIBIOTED.

3. Ilpexzae yeMm npeanpuHUMATH KaKue-In00 AeHCTBHSL, COXpAHUTE PE3YJIbTaThl Ballei
paboThl Ha BHEMIHUM HOcUTENb (nuckery, CD-nuck, daem-kapTy u mp.).

4. YcTaHOBUTE aHTHUBHPYCHYIO IIPOrpaMMYy, €CJIM BbI 3TOTO ellle He CAeTalu.

OO6HOBUTE CUTHATYPY YIpO3 IporpaMMsbl. Eciy 3T0 BO3MOXKHO, 71 UX MOJTy4eHUs
BBIXOJIMTE B NHTEPHET HE CO CBOET0 KOMIIBIOTEPA, a C HE3aPAKEHHOTO KOMITBIOTEpa
npy3ei, naTepHeT-Kade, ¢ padboTsl. Jlydille BOCIOIb30BaTHCS IPYTrUM KOMIIBIOTEPOM,
IIOCKOJIBKY IPY NOJKIIOYEHUH K MHTEPHETY C 3apaXEHHOI'O KOMIIBIOTEPA €CTh
BEPOATHOCTH OTIPABKH BUPYCOM BaKHOW MH(OPMALIMU 37I0YMBIIUIEHHUKAM WU
pacnpocTpaHeHHs BUpYyca I10 aJipecaM Balllel aApeCHOW KHUrU. FIMEHHO nosTOMY Npu
MOJI03PEHUH Ha 3apa’keHUeE JIy4llle BCEro Cpa3y OTKIIIOUNUTHCS OT MHTEPHETA.

6. 3amycTuTe MOJIHYIO MPOBEPKY KOMIIbIOTEPA

o

Ipopuiaakruka 3apaxkeHust

Huxkakue cambie HAACKHBIC U pa3yMHBIC MCPBI HE CMOT'YT 00eceyuTh CTOIPOUCHTHYIO 3aIlIUTY
OT KOMITBIOTEPHBIX BUPYCOB U TPOSHCKUX MPOTpamm, HO, BbIpaOOTaB /st ceOsl psij MpaBuIl, BbI
CYIICCTBCHHO CHU3UTC BCPOATHOCTDH BI/IPYCHOﬁ aTaK1 U CTCIICHb BO3MOXHOI'O ymep6a.

OaHMM U3 OCHOBHBIX METOJ0B OOPHOBI C BUPYCAMH SIBIISIETCS CBOEBPEMEHHAS NPOPUIAKMUKA.
KOMHBIOTepHaSI HpO(I)I/IJ'IaKTI/IKa COCTOHT U3 HEOOIBIIOr0 KOJINYECTBA IpaBull, CO6JIIOI[CHI/IG
KOTOPBIX SHAYUTCIIBHO CHHUXXACT BEPOATHOCTD 3apa’KCHUSA BUPYCOM U ITOTCPU Kakux-1mn0o
JaHHBbIX.

Hioxe NEPCUUCIICHBI OCHOBHBIC ITpaBUJIa 6630HaCHOCTI/I, BBITIOJTHCHUEC KOTOPBIX ITO3BOJIUT
n30eratb BUPYCHBIX aTak.



IIpaBuio Ne 1: sawumume xomnviomep ¢ NOMOWBIO AHMUBUPYCHBIX NPOSPAMM U NPOCPAMM
bezonacnoti pabomel 6 unmepueme. J{jst 3Toro:
o be3otnararenbHo ycTaHOBUTE aHTUBHPYCHYIO IPOTPaMMY.
e PerynsipHo 0OHOBIISITE CUTHATYPBI YIPO3, BXOJAIINE B COCTaB MPOTrPaAMMBbI.
IpaBuiio Ne 2: 6yovme ocmopodchvl npu 3anuUcu HO8bIX OAHHBIX HA KOMAbIOMED:
o IlIpoBepsiiTe HAa MPUCYTCTBUE BUPYCOB BCE CheMHbIe TUCKHU (auckersl, CD-aucku, duermi-
KapThl U TIp.) TEpe]l UX HCIIOIb30BAHHEM.
e OcTopoxHO o0OpalaiTech ¢ MOYTOBLIMU cooOIIeHussMU. He 3amyckaiiTe HUKakux
(aiinoB, MpUIIEIIINX 10 ITOYTE, €CJIM BbI HE YBEPEHBI, YTO OHH JCHCTBUTEIHHO JOJKHBI
OBLIM MPUITH K BaM, JaK€ €CJIM OHU OTIPABIICHBI BATUMHU 3HAKOMBIMHU.
o BHumarensHO OTHOCHTECH K HH(OpPMALNH, TOTydaeMoi U3 uHTepHeTa. Ecnu ¢ kakoro-
6o BeO-caiiTa BaM MpeJiaraeTcs yCTaHOBUTH HOBYIO ITPOrpaMMy, 0OpaTUTe BHUMAaHHE
Ha HaJIM4yMe y Hee cepTu(dukara 6€30MacHOCTH.
e Eciu BBl KONIUpyeTe U3 MHTEPHETA WM JOKATHHOW CETH UCIIONHIEMBIN (aiin,
00513aTEeIIbHO MTPOBEPHTE €TO C IOMOLIBI0 AHTUBUPYCHOM MPOTPaMMBI.
e BuumarensHO OTHOCHUTECH K BBIOOPY MOCEIIAEMbIX BAMU HHTEPHET-PECYPCOB.
HexoTtopsble u3 caiiToB 3apa)XeHbl ONACHBIMH CKPHIIT-BUPYCAMHU WJIM MHTEPHET-UYEPBSIMH.
IIpaBuio Ne 3: nonssytimeco cepsucom Windows Update v perynspHO yCcTaHaBIUBaWTe
OOHOBIICHHS OTIepanMoOHHOM cuctembl Microsoft Windows.
IIpaBuno Ned: nokynaiime oucmpubymugHvle KOnuu NPOSPAMMHO20 0becnedenus y
ouyuanvbHLIX NPOOABYOS.
IIpaBuio Ne 5: oepanuuvme kpye nodetl, donyuweHHbIX K pabome Ha 8auiem KOMnbloOmepe.
IpaBuiio Ne 6: ymenvuiume puck HenpusmHuix nOCIe0CMEULL BO3MONCHO20 3aPAHCEHUSL
o CBOEBpPEMEHHO JiejaiiTe pe3epBHOE KOMUPOBAHUE TaHHBIX.
e Co3paiiTe AUCK aBapUHHOTO BOCCTAHOBJIEHUS, C KOTOPOI'O IIPU HEOOXOJUMOCTH MOKHO
OyZIeT 3arpy3uThCs, UCMOJIB3Ys "UUCTYIO" ONMEPAIMOHHYIO CUCTEMY.
Ipasuio Ne 7: pecynaprno npocmampusaiime cnucox yCmaHo81eHHbIX NPOSPAMM HA 8auleM
Komnviomepe. J{7st 5TOr0 Bbl MOYKETE BOCIIOJIB30BAThCS IYHKTOM Y CTAHOBKA/y/AaJIeHUe
nporpamMm B IlaHe1u HHCTPYMEHTOB WJIH TPOCTO MPOCMOTPETH COJIEPKMUMOE KaTajora
Program Files, xatasora aBro3arpysku.

OCHOBHLIC AHTUBUPYCHBIC IIPOIrPAMMBIL:
1. Norton Antivirus

Dr. Web

Kaspersky Antivirus

NOD 32

Mc Afee

Panda Antivirus
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http://www.novirus.ru/?a=vendors&b=7
http://www.drweb.com/
http://www.kaspersky.ru/
http://www.novirus.ru/?a=vendors&b=4
http://www.mcafee.ru/
http://www.viruslab.ru/products/detail.1871.html

